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Preface

Preface

Intended Audience
This document is intended for the following audience:
e Customers

e Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=accandid=docacc.

Access to Oracle Support
Oracle customers have access to electronic support through My Oracle Support. For information, visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=trs if you are hearing impaired.

Structure
This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the User
Manual.

The subsequent chapters describes following details:
e  Prerequisites

e  Configuration / Installation.

Related Information Sources

For more information on Oracle Banking Digital Experience Release 19.2.0.0.0, refer to the following
documents:

e Oracle Banking Digital Experience Licensing Guide
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2. OB
2.1 Pre

OBDX Servicing Application

DX Servicing Application
requisites

OBDX Android App is supported on Android 6 and above versions.

App will not work for Android 5 and below versions

a. Download and Install node Js (will be downloaded to default path)

b
c
d.
e
f

2 Q@

Install node js from https://nodejs.org

Download and Install Android Studio

Download and install Android Studio from https://developer.android.com/studio/index.html

Download and Install Android platforms
Update Android SDK to latest API Level.
Cordova Version: 6.x
Gradle Version: gradle-4.6
Android Gradle Plugin Version (3.2.1): ‘com.android.tools.build:gradle:3.2.1'
Set Environment variables
Set following system variables:
1. Click on Windows key and type Environment Variables.

2. Adialog box will appear. Click on the Environment Variables button as shown below

System Properties bt

Computer Mame Hardware Advanced  System Protection Femote

You must be logged on as an Administrator to make most of these changes.

Perfformance
Visual effects. processor scheduling, memory usage, and virtual memaony

Settings...
User Profiles
Desktop settings related to your sign-n

Settings...
Startup and Recovery
System startup, system failure, and debugging information

Settings...

E Environment Variables. . {

QK Cancel Aophy

3. NODEJS <nodejs_path> Example: “C:\Program Files\nodejs\”.

Add the above variables in “PATH” system variable.

Mobile Application Builder Guide — Android 5
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OBDX Servicing Application

17-2_app_document_Final.docx - Microsoft Word - X
i =
| Home | Inset  Pageloout  References  Mailings  Review  View @
=R — ==l emmEnel [ 4 Find ~
Calibri (Body) Sl -|A PR %
S . | | Environment Varizbles % AAB aasbce acsbcon: - &, Replace
Paste /B I U -aex X AV Title Subtitle  SubtleEm.. — Change

- Format Painter Styles~ | g Select -
Clipboard ] Font User variables for MGARI L )| Editing

Variable Value
PATH C\Users\MGARI\AppData\Roaming\npm
TEMP %USERPROFILE%\AppData Local\Temp
™ S4USERP ROFILE%:AppDatah Local\Temp. vanced  System Prfection Remcts

diminitrator to make most of these changes

New User Variable ha, memory usage, and vitual memory

Variable name: [nopess

Variable alue: ‘ CA\Program Files\nodejs

Browse Directory... H Browse File...

NUMBER_OF PROCESSORS 4

05 Windows NT

Path CA\ProgramDats\Oracle\Javajavapath: C:\app\ MGARIproduct\11.2..
PATHEXT COM: EXE: BAT: CMD: VBS: VBE: J5 JSE: WSF: WSH; MSC

PERLSLIE

and debugging information

Environment Variables...

Page: 10122 | Words: 1,208 | 35 |

MobileAPpsads [Compatibilty Mode] - Microsoft Excel - X

Pagelayout  Formulas  Data  Review  View @ -2 x

Calibri n-fa L — L A D = @ @ 3 Autosum ? r?a
4l g | Environment Veriables X 3 Fil-
Paste || i - - - ete Format Sort & Find &
- Format Painter (B LD S A - || QCear  Fier- Select
Clipboard & Fant 0| Uservariables for MGAR! His Editing |
Alls ~ & ‘ Variable Value
=
o ey £ LG HI NODESS CiProgram File\nodsis x Ha A
aable
E e PATH C:\Users\MGARNAppData! Roaming\npm
E: BoeDoectoe | | TEMP S4USERPROFILEA\AppDate Local\ Temp anced Syem Prtection Remots
W ey ™R S4USERPROFILE% AppData\ Local Temp. Nivisetoto maks most of thase changes.
102 o
103
Path
i g:‘mm juing, memory usage, and vitual memary
132 DERLSLE
L New. || Gt | Dedte |
108
103
m System variables )
k] = | ur signiin
Eg Varisble Value A
il ComSpec CAWINDOWS\system32\cmd exe
Eg 8 DEFLOGDIR CAProgramData\McAfee\ DesktopProtection
w NUMBER_OF PROCESSORS 4 .
i 05 Windows NT ! eagiromcton
1;30 Path CAProgramData\Oracle\Javaljavapath;Ci\app\MGARN product\11.2..
o PATHEXT {COM;.EXE BAT; CMD; VBS; VBE,J5;JSE. WSF: WSH, MSC
2 PERLSLIB S
123 Environment Variables..
24
25
2
i
s o toi
2
10
131
132
W 4+ | Sheetl Sheetd “Sheetd //¥J [ M ]
Ready | 0 ata

Awm ) B

In 19.2, you can create app in two ways-using local Ul or using remote Ul (if want to create using
remote go to 2.2 else directly to 2.3)
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2.2

2.3
2.3.1

OBDX Servicing Application

Create project using Remote Ul
a. Index.html changes(use Android Studio or any other editor)

® and \androidiservicalwk_inst_to_checkiwork

_installer\zigbank\platf chtml [app] - Android Studio X

-] “~ i M

m & EO® R OB D @ I

1. Invar server_url ,put the same KEY_SERVER_URL to be used in app.properties.xml

2. Invar jet_url, put the url where your JET libraries are hosted or if not hosted on any particular
server use: https://static.oracle.com/cdn

after this proceed to 2.4 Importing in Android Studio directly

Local Ul
Adding Ul to workspace.
Use any 1 option below

a. Building un-built Ul (required in case of customizations)

Refer to User Interface Guide and then create a copy of index.html in the same folder and
rename it to home.html.

Note: When copying to www, index.html already present in the workspace should be replaced)

B. Using built Ul (out of box shipped with installer)
i. Go to path OBDX_Patch_Installer/installables/ui/deploy
ii. Create a copy of index.html and rename the copy to home.html

iii. Copy folders(components,extensions,framework,images,flows,json,lzn,home.html
,partials,resource, index.html,build.fingerprint) to workspace
(platforms/android/app/android/app/src/main/assets/www/)

iv. Replace the index.html present in the workspace_installer folder

Ensure webhelp folder is not copied.
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OBDX Servicing Application

2.4 Importing in Android Studio

Open Android Studio

1. Import zigbank/platforms/android in android studio by clicking on Open an Existing Project.

® Select Eclipse or Gradle Project to Import =

Select your Eclipse project folder, build.gradle or settings.gradle

armm B2 X O = Hide path

MWorkspace18.1\android\service\workspaceiobdx\platformsiandroid &

Waorkspacel13.1
android
® authenticator
service
ot libraryproject
workspace
obdx
platforms
Jgradle
Jddea
assets

* BarcodescannerLib
build
cordova
* Cordovalib
b B0 aradle

file into the space above to quickly locate it in the tree

B | concel | | Hep |

2. For Adding Facebook (Required for social payments only)

a. Open facebookconnect.xml
b. Replace FB_APP_ID with your fb app id generated from facebook developer console

c. Replace FB_APP_NAME with the App name

Mobile Application Builder Guide — Android



OBDX Servicing Application

As shown below

facebook for developer: Docs Tools Suppor [UINTSS Q search developers.facebook.com
@ zosank - APPID:1 6 21 92 96258 @D status:Live  ~ View Analytics @ Help
# Dasnboara Facebook Analytics

£ Settings »

Rols » " .

Ay Roles View Your Analytics

A Alerts. »

N E] Use Analytics to see how people use you measure retention, track conversion and oj ize for growth. REDREEES

@ App Review »

UNIQUE USERS
PRODUCTS (®

@ Facebook Login »
10
@ Anayiics »
Weekly

@ Messenger » Daily
@ webhooks

s

Activity Log
0
Nov 15 Nov 18 Nov 21 Nov 24 Nov 27 Nov 30 Dec 03 Dec 08 Dec 09 Dec 12

B b od [D\TE2 ratalerngboni platlormmiandiond - Lapgrianc mard e vaboe facstookcomrent i (apgd - Androwd Shudo
fle E01 Yww Navigate Code Anyae Befacier Buid Ryn Took YOS Window b

» W # O » X0 AR & A | Y ogapste oo whitedst magp v B LS i R Qi ? Q
- facebockconractaed | AnchosiVadetamt < (2 app >
Wl vershone L 00 entedings uit-4 v e
- “resowrces %
L CAtEAng nanes b _spp b . 124€8 1I</ntuing”
<atEing nanes" B _sgp_nane” sazk</otring” <
</ camcurcess >
3 1
b
4
)
]
3 2
3 ]
. J
&
3
[
]
5
L
*
0
3
e £
5 g
5 )
3 g
< Q
* A
Wiewesl o £ 6 iogan ) Evest 109
] Cractle busld firsbed in 4 43 9 miseten a0l & 1R B o
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Google Play Integrity

3. Google Play Integrity

a. Go to URL https://console.developers.google.com/

b. Create a new Project and set name of you project

New Project

Project name

‘ SafetyNet|

Your project ID will be safetynet-161214 © Edit

CANCEL CREATE

c. Choose ‘API's & Services’ option from side bar.
d. In API's & Services > Dashboard > Choose ‘Enable APIS AND SERVICES’.

API APIs & Services APls & Services -+ ENABLE APIS AND SERVICES
< Dashboard

(i ] You don't have any APls available to use yet. To get started, c

o Library

O Credentials

Ha OAuth consent screen
Domain verification
=] Fage usage agreements

e. This will redirect to ‘Library’ where we need to search ‘Google Play Integrity API’.

€ © @ console.cloud.google. ibrary/browse? tionld=0&project=s stric-sylph-374507 le%20F ay? i o v » 0@ :
= -

= Or. 82 18.1-Oracle Bank.. @ Index of obdx-np.. S2 18.2 - Oracie Ban.. [ Login

& Oracie Login - Sin.. 32 19.2 SUSIT - Ora JFrog 82 Environments - Or.. 82 - FuturaBank .8 Archive Extractor

= Google Cloud 2= sample Project

AT API Library Q. Google Play Integrity

APl Library > “Google Play Integrity”

= Fiber Typetofilter 2 results
Google Play Integrity API
Visibility ~ Googia
Public @ The Play Integrity API helps you check that you're interacting with your genuine app on a genuine Android device powered by Google Play
services. The Play Integrity AP has replaced SafetyNet Attestation and Android Device Verification.
Category ~
Moblle @ Android Device Verification (DEPRECATED)

Google
DEPRECATED. The SafetyNet Attestation AP| is deprecated and has been replaced by the Google Play Integrity AP, Please see the link below for

more information.

f. Click on Google Play Integrity APl and enable it.
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Google Play Integrity

€ C & console.cloud.google. ic-sylph-374507 O w » 0 ° H

B Oracle Login - Sin.. 38 19.2SUSIT-Ora.. [ JFrog & Environments - Or.. & 18.1-Oracle Bank.. @ Index of obdx-np.. $& 18.2 - Oracle Ban.. [8) Login - Futura Bank ,§ Archive Extractor.

mple Project v

& Product details

Google Play Integrity API

Google

Check that interactions are coming from your genuine app running on a
genuine Android device

ENABLE TRY THIS API 2

OVERVIEW SUPPORT
Overview
The Play Integrity API helps you check that you're interacting with your Additional details
genuine app on a genuine Android device powered by Google Play services
The Play Integrity API has replaced SafetyNet Attestation and Android Device Type: SaaS & APls
Verification. Last updated: 23/12/2022
Learn more 2 Category: Mobile

Service name: playintegrity googleapis.com

g. If the application usage is high, the quota request form needs to be submitted. Please fill quota
request form from below site. Also select below options.

https://support.google.com/googleplay/android-developer/contact/piagr

< @ support i - a n * » 0@
Oracle Login - Sin..  3& 19.2 SUS IT - Ora, = Jfrog 3 Envionments - Or.. 3¢ 18.1- Oracle Bank.. @ Index of obdx-np.. 3¢ 18.2 - Oracle Ban. Login - Futurs Bank .3 Archive Extractor. -
= Play Console Help Q. Describe your Issue

Play Integrity API

The Play Integrity API helps you check that interactions are coming from your genuine app, installed by Google
Play, running on a genuine Android device. When you detect risky and unknown interactions, you can respond
appropriately to fight attacks and abuse.

You can use the form below to provide feedback, report issues, or request to increase your daily maximum
number of requests. By default, apps are subject to a daily maximum of 10,000 requests per day. Before
requesting increased usage, review the Play Integrity API including the security
practices to ensure you have implemented the APl correctly.

At this time, we can only respond to emails sent in English, Chinese, Japanese, and Korean.
* Required field

Please specify: *

@ Increase maximum number of daily requests

QO  Provide feedback

O Reportissue

Name of requesting organization/person *

Mobile Application Builder Guide — Android 11



Google Play Integrity

¢ > ¢ (@& supportgoogle. i i O« »0@ :

Login - Futura Bank  _§ Archive Extractor... »

Oracle Login - Sin.. $& 19.2SUSIT-Ora.. & JFrog $& Environments-Or.. $& 18.1-Oracle Bank.. @ Index of obdx-np.. $& 18.2 - Oracle Ban...

= Play Console Help Q  Describe your issue

How are you calling the Play Integrity API? *
@® My appis calling the API directly

O A third party I'm using in the app is calling the API, please specify

How often will you call the API for each user? *
QO once per day or less

O Once per hour

O Once per 15 min

@ Once per 5 min or more

Is there any PIl or SPIl used for the nonce (e.g. user id, user name, phone number, Android ID, SSN, etc)? *
O Yes, but hashed or encrypted
O Yes, in plain-text

@No

C & support.google. 6« »0@
B Oraclo Login - Sin.. 3¢ 19.2SUSIT-Ora.. /% JFrog 3 Environments - Or.. $€ 18.1-Oracle Bank.. @ Index of obdx-np.. 38 18.2 - Oracle Ban.. [ Login - Futura Bank ,$ Archive Extractor... »
Play Console Help Q  Describe your issue

How are you validating Play Integrity AP| responses? *
QO server side - by calling Play’s server to decrypt and verify

@  server side - by decrypting and verifying with self-managed API keys
QO  Inmy app - by calling Play’s server to decrypt and verify

O  Inmy app - by decrypting and verifying with self-managed API keys
QO Other, please specify

How does your app retry in case of Play Integrity APl errors? *
@ nNoretry

QO A small number of retry attempts within a short time window
QO  Retry with exponential backoff

QO  Other, please specify

C @ support.google. i h f » 0@ :

acle Login - Sin.. & 19.2SUSIT-Ora.. M JFrog & Environments - Or.. & 18.1- Oracle Bank.. @ Index of obdx-np.. $& 18.2 - Oracle Ban.. [B] Login - Futura Bank 3 Archive Extractor... »

Play Console Help Q,  Describe your Issue

How will your app act when the Play Integrity AP detects risky traffic? *

Please answer with your end goal in mind even if your app is not acting yet. As a reminder, your app should also be able to
doal with Play Integrity API errors and the API being unavailable.

@ Deny access to functionality (for example, users won't be able to log-in). | want unauthorized usage
of my app to go down.

QO  Alter or limit specific features (for example, only users on good devices will be allowed on a
leaderboard). Overall usage of my app might stay the same.

O  Amix - deny access for some responses and change features for other responses. | want some
uneuthorized usage of my app to go down.

QO Noaction, I'm only collecting data.
QO  Other, please specify

Quota request - Estimated total queries per day *
O 10,000 to 1,000,000 (10K to 1M)

O 1,000,000 to 10,000,000 (1M to 10M)

o 10,000,000 to 100,000,000 (10M to 100M)

O 100,000,000 or more (100M+)
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Google Play Integrity

Quota request - Estimated total queries per day * > The approximate load, Play Integrity API
is called once each time the app in opened

Quota request - Estimated peak queries per second - Leave blank

h. To enable Play Integrity responses please follow below steps-

Go to Google Play Console->Side Menu->Setup->App Integrity

» i») lestng
» ;0 Reachand devices
(m) App bundie explorer
- 3 Setup
App integrity
Internal app sharing

Advanced settings

Grow

- & Store presence
Main store listing
Custom store listings
Store listing experiments
Store settings

Translation service

App integrity

Protect your app and your users Show more

Integrity AP responses off - @ Releases signed by Google Play

Integrity API App signing

@3

Protect your apps and games from isky and fraudulent
interactions with the Play integrity AP Link to a Google
Cloud project to get started
Learn more

Link project

b. Click on Link project and then link your existing google cloud project. If it is not created then
create new and link the same.

Link Google Cloud project

Link your Google Cloud project to use the integrity API

Google Cloud project

Build Variants % Favorites

(®  Linkexisting project
By linking your Google Cloud project, you agree to the Terms of Service.

Sample Project

Enter project number manually

(O Create new project

Discard changes [EENEISIOSY

Mobile Application Builder Guide — Android
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Google Play Integrity

Link Google Cloud project X
Link your Google Cloud project to use the integrity AP
P
Google Cloud project
(® Link existing project
By linking your Google Cloud project, you agree o the Terms of Service.
Sample Project +
Enter project number manually
i (O Create new project
*
-
Discard changes Link project
a A

i. Add project number in below property of app.properties

<string name="GOOGLE_CLOUD_PROJECT_NO">@@GOOGLE_CLOUD_PROJECT
NO</string>

You will get the project number on google cloud console project.

= Google Cloud 3¢ Play Integrity ¥ Search (/) for resources, docs, products and more ‘O\Search] il @ ® e

Project number: 420817979115 [ ProjectD: playintegrity tdqdquiheddectm 1)

Y Welcome

You're working in Play Integrity

Dashboard Recommendations

[ Createa VM Run a query in BigQuery Create a GKE cluster Create a storage bucket

j- Mention the time in seconds to which app can hit the play integrity api. By default it is 300
seconds but you can configure as per the requirement. Please use below property in
RootCheckFlags.java(workspace_installer/zigbank/platforms/android/app/src/main/java/com/of
ss/digx/mobile/android/)

long playIntegrityAPICallTime = your_time_in_seconds;
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FCM Push Natifications.

4. FCM Push Notifications.

a. Go to URL https://firebase.google.com/

b. Traverse to console and create a project

# Firebase

Welcome to Firebase!

0BDX
Add project
o Explore a demo project = 05

c. Download google-services.json from below page and save to (zigbank\platforms\android\app)
directory.

d. Remember to keep the projects package name and firebase package name same.

¥ Firebase 0BDX ~ Setlings Gowodocs @ O
A Project Overview Project name 0BDX
Project D B obdx-63%e5
REeEion) Cloud Firestore location us-central
2% Authentication Web AP! Key AlzasyBnymFzOdRmembxyXW.Jt87mS9HdaneE0Gg

Public settings

ing These seftings control instances of your project shown to the public
() Functions me @ 08X
M MLKit ; )
Support email 3 oraclefecdbmobiledev@gmail.com -
Quality
Your apps
Analytics
Add app
a1 Dashhoard
Upgrade Android apps

Download the latest config file

& google-services.json
= com. .digx. mobile.android

<
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FCM Push Natifications.

e. Traverse to cloud messaging tab Enable Firebase Cloud Messaging API(V1) by clicking on Manage
API in Google Cloud Console.

<« C @ console.firebase.google.com/project/obdx-638e5/settings/cloudmessaging/android:com.ofss.zigbank h o & RO@ :
@ Oracle Login- Sin.. 3 19.25USIT-Ora.. % Jirog 3¢ Environments-Or. 3¢ 18.1-Oracle Bank.. 3% 18.2- Oracie Ban.. [E] Login- FuturaBank 3 Archive Extractor.. [ React Native » | B3 All Bookmarks
Firebase 080X ~ cop 2
a roecoevew (@ Project settings
R General  Cloud Messaging  Integrations  Service accounts  Dataprivacy  Users and permissions
Project shortcut
E TestLab
$,  Crashiytics
4l Anaiytics Dashboard Firebase Cloud Messaging API (V1) & Enabled Manage API in Google Cloud ]
Recommended for most use cases. Learn more [ Console =
©  App Check
€S Messaging Sender ID Service Account
62626365675 Manage Service Accounts
Build v
<« C @& console firebase google.com/project/obdx-B39e5/settings/generaljandroid:com.ofss. zighank o % o»0@ :
@ OraclelLogin-Sin.. 3¢ 1925USIT-Ora. /% Jfrog 3¢ Environments-Or.. 3¢ 18.1- Oracle Bank.. 3¢ 18.2- Oracle Ban_ [S] Login - FuturaBank ,$ Archive Extractor... [l React Native » | B Al Bookmarks
Firebase 0BDX ~ copP 20
a roecoener (@0 Project settings
. o General  Cloud Messaging  Integrations  Service accounts  Data privacy  Users and permissions
oot
B Testlab
# Crashlytics Your project
Al Analytics Dashboard
@ App Chack Project name 0BDX 4
& Messaging
Projectin @ obdx-639e5
Product categories
Project number @ 1062626365675
Build v Default GCP resource location @ nams (us-central)
Release & Monitor v e ]
SRR M Environment
Engage - nis setting customizes your project for different stages of the app lifecycle
Environment type Unspecified
Spark
No-cost $0/month Upgrade
Public settings
<

g. Update FCM URL in below table as-

update DIGX_FW_CONFIG_ALL_B set prop_value =
‘https://fcm.googleapis.com/v1/projects/YOUR_PROJECT_ID/messages:send’ where prop_id =
'FCM_URL';

Add YOUR_PROJECT_ID in url which is captured on above step
h. If proxy address is to be used, provide the same in database as mentioned in point 3.
i. Generate private key for your service account by using below steps-

- In the Firebase console, open Settings > Service Accounts

- Click Generate New Private Key, then confirm by clicking Generate Key
You can also follow below google doc -

https://firebase.google.com/docs/cloud-messaging/auth-server#provide-credentials-manually
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FCM Push Natifications.

Sr. | Table PROP_ID CATEGORY | PROP_VALUE | Purpose
No. _ID
1 DIGX_FW_C | FCM DispatchDeta | <Server_Key> | Service  account
ONFIG_VAR ils json file content
_B captured in above
step
2 DIGX_FW_C | FCMKeyStore | DispatchDeta | DATABASE or | Specifies whether
ONFIG_ALL_ ils CONNECTOR | to pick server key
B from database or
from connector.
Default DB (No
change)
3 DIGX_FW_C | Proxy DispatchDeta | <protocol,proxy | Provides proxy
ONFIG_ALL_ ils _address> address, if any, to
B be provided while
connecting to
APNS server.
Delete row if proxy
not required.
Example:
HTTP,148.50.60.8
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FCM Push Natifications.

If CONNECTOR is selected in Step 2 update password as below

ORACLE weblLogic Server Admmistration Console 12¢
Change Center @ Home Log Out Preferences B3 Record Help o8

View changes and restarts 2 o Role

Configuration edting is enabled.
changes y be

Future Create a New Secunty Credential Happing
oy, sdd or delete e

doman. Back) [We| | Finish| || Cancel

Domain Structure EIS User Name and Password

Configure the EIS User Name and Password that you would ike to map the WebLogic Server User to;

Enter the EIS User Name

* E1S User Name: Fom

Enter the €IS Passo

* EIS Password:

* Confirm Password::
How do I...

Create outbound credential mappings Back. [Hieid| || Finsh| || Cancel

System Status.

Heaith of Running Servers as of 10:32 AM
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5. Build Release Artifacts

1. Clean and Rebuild your project in Android Studio.
2. In Android Studio, on the menu bar Click on Build -> Edit Build Types -> select release

»
® Project Structure X
File Edit View Navigate Code Analyze R
DEHO ¢« XOH QR +— Properties | Signing| Flavors Build Types | Dependencies Q
 Caandroid (& build.gradle B [s0K Location debug +  Neme: | release |
= Jugins T | Developer Services = =
£ plus 1 ads RS I - | 2
A resources nls q B
- il .| Authentication — ‘D
e | Motifications MIRSTEERAS e
¥ configuration.html g
] : Modules Signing Config [ n
E  cordovajs 1 .
z‘ :! wdvdw::,n‘\uglms 9| |Gl Cordovalib Renderscript Debuggable \‘m,z
index htmi
2 Obddib
v build i Optim Level |
o cordova | Minify Enabled [tfatse n
g i Cordovalib
2 k| Pseudo Locales Enabled | n
5 gradle E
- libs F Proguard File [ \[\
2 Obdxlib 1
setform. ] Application Id Suffix [ |
res 1 Version Name Suffix [ |
<
B grignore ’ Zip Align Enabled [ttrue n
& android.iml 4
i android json E|
i AndroidManifest.am |
2 build.gradle
£ gradie properties
=l gradiew _
B L3
Bl gradiew.bat 4 s
i local properties E| 4
4l project.properties 9 a
> 4 z
2 settings.gradle 9 g
* (& wrapper.gradie 1 ‘7| £
1 Cancel | [ =
W v onvar B g Mg I [ oo | Caney [ et
Tchare 7388 LF: UTF-8: v &

= d)

3. Set Minify Enabled -> True & click on Proguard File selection -> Navigate to proguard-rules.pro
(zigbank\platforms\android)

»

.
File Edit View Navigate Code Analyze Re

DO A XEoanl +— Properties | Signing | Flavors | Build Types | Dependencies ; Q
androi| @ Select Path X T ame [retease [ %

EH Prd cordova_pluginsjs % | |8 jsonjs x | ~=2|n
E—J amm® EX O & Hide path e e ©
g ®|9
E “nta\ Desktap\17.2 do oo P lespro |4 [irzzeifa == ﬂ B
= Cordovalib Ini Debuggable = - |
o gradle
2 Signing Config [ n
z libs
= Obehdib Renderscript Debuggable | (7z1zc) n
= latform_www

- enderscript Optim Level

v L Rend Optim Level
5 sre Minify Enabled |true n
2 2| gitignere
: Pseudo Locales Enabled |:n
S & android.iml
5 it andreid json Proguard File [ [

& AndroidManifestam —— | |

@ build.gradle CLASTE IR

7 gradle.properties Version Name Suffic [ |

2| gradlew L

ip Align Enabled (true

7| gradlew.bat

il local properties
2 [ proguard-rules.pro
= i project propertes
= @ settings.gradle

© wrappergradie
# i platforms,son _
" plugins £
= res g
E - « © quicky ocate L n the e ES
= g

o [ o« EEETRRNTS m [ cance | =
e — 1. Event Log [=] Gradle Console

Tchars 7344 LF: UTF-

L
Lzl

4. Click on OK -> again click on OK
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5. Adding URLSs to app.properties.xml (customizations/src/main/res/values/)

a. NONOAM (DB Authenticator setup)

SERVER_TYPE

NONOAM

KEY_SERVER_URL

Eg.
https://mumaa012.in.oracle.com:18443

WEB_URL

Eg.
https://mumaa0l12.in.oracle.com:18443

SERVER_CERTIFICATE_KEY

Refer point 6.7

b. OAM Setup (Refer to installer pre requisite documents for OAuth configurations)

SERVER_TYPE

OAUTH3

KEY_SERVER_URL

Eg. http://whfOObpp.in.oracle.com:17778

WEB_URL

Eg. http://whfOObpp.in.oracle:17777

KEY_OAUTH_PROVIDER_URL

E.g.http://whfOOebe.in.oracle.com:15100/oauth2/rest/to
ken

APP_CLIENT_ID

<Base64 of clientid:secret> of Mobile App client

APP_DOMAIN

OBDXMobileAppDomain

WATCH_CLIENT_ID

<Base64 of clientid:secret> of wearables

WATCH_DOMAIN

OBDXWearDomain

SNAPSHOT_CLIENT_ID

<Base64 of clientid:secret> of snapshot

SNAPSHOT_DOMAIN

OBDXSnapshotDomain

LOGIN_SCOPE

OBDXMobileAppResServer.OBDXLoginScope

SERVER_CERTIFICATE_KEY

Refer Application Security Configuration (For SSL
Pinning) section- 7

REDIRECT_URI

zigbank://oauthredirect

c. IDCS Setup

SERVER_TYPE

IDCS

KEY_SERVER_URL

Eg. https://mumaa012.in.oracle.com:18443
(This URL must be of OHS without webgate)

WEB_URL

Eg. https://mumaa012.in.oracle.com:18443

KEY_OAUTH_PROVIDER_UR

http://obdx-
tenant01.identity.c9dev0.oc9gadev.com/oauth2/vl/toke
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Build Release Artifacts

APP_CLIENT_ID

<Base64 of clientid:secret> of Mobile App client

WATCH_CLIENT_ID

<Base64 of clientid:secret> of wearables

SNAPSHOT_CLIENT_ID

<Base64 of clientid:secret> of snapshot

LOGIN_SCOPE

obdxLoginScope

OFFLINE_SCOPE

urn:opc:idm:__myscopes__ offline_access

SERVER_CERTIFICATE_KEY

Refer point 6.7

6. Adding chatbot support to mobile application (Optional)

CHATBOT_ID

The tenant ID

CHATBOT_URL

The web socket URL for the ChatApp application in IBCS

7. If using http protocol for development add (android:usesCleartextTraffic="true") to application tag of
AndroidManifest.xml (on app & obdxwear target)

® android - [D: - [app] - ..\app\src - Android Studio 3.0.1 - o X
Eile Edit View Mavigate Code Analyze Refactor Build Run Tools VCS Window Help
android ) 17z app ) 1 src ) I main ) i AndroidManifest xml Hiapp ~ 7 G TEYE® Lk
4| B Project - < facebo = " £ ~=1 | Gradle projects - &
g 5 T : — — 2
g android D:\lnstaller\01Installer\Work i e S+ — | @ i B 3
=i g
- gradle <uses-permission android:name="android.permission.WRITE_EXTERNALMH v (8 android ®
idea <uses-permission android:name="andreid.permission.READ PHONE STATE 2 android (root
- app <uses-permission android:name="android.permission.ACCESS NETWORK § >
z app-lib <uses-permission androidiname-"android permission.ACCESS COMRSE_LC o e
E Barcodescannerlib <uses-permission android:name="android.permission.ACCESS FINE_LOCA < sopprlib
N cordova <uses-permission android:name="android.permission.RECETVE SMS" /> <’ :Barcodescannerlib
Lvd Cordoualib <uses-permission android:name="android.permission.READ_SMS" /> 2 :Cordovalib
i Cordowalt <uses-permission android:name="android.permission.CAMERA" /> 2 :customizations
B il customizations <uses-permission android:name="android.permission.FLASHLIGHT" /> 3 obdxcore
: radle
£ o 2 obdxwear
3 obdxcore <application -
® : —rtrue” 2 obdxwear-lib
€ obdxwear 0 android:hardwareAccelerated="true
obdswear-lib android: icon="Emipmap/icon
android: label="zigBanx"
androidiml android:usesCleartextTraffic=itruch
s android json android: supportsRtl="true">
< build.gradle <activity
{1 gredie properties android:configchanges="orientation |eyboarddidden |keyboard
& gradiew android: label="gstring/launcher_name
android: launchMode="singleTop"
= gradlewbat . -
android:name="com.ofss.digx.mebile. android. MainActivity”
P keystorejis android: theme="gandro1d: style/Theme .DeviceDefault . NoAction
E Ilocal.properties android:windowSoftInputMode="adjustResize">
s LI project properties </activity>
2 o) <activity android:name="com.ofss.digx.mobile.android.SplashAct
E settings.gradle Can't use Subversi nd line client:
= 2 wrappergradie android:configChanges="orientation | keyboardfidden|keyboard B e e i
# . android: 1abel—" gstring/launcher nane” Probably the path to Subversion executable is g
External Libraries android: launchMode="singleTop" ez Tl =
2 android: theme="Estyle/SplashTheme" =
H android:windowSoftInputMode="adjustResize"> @ Platform and Plugin Updates Z
< <intent-filter android:label="gstring/app name’> e
= = Android Studic is ready to update. 2
* Text | Merged Manifest N
P 4Run  ®MTODO = G logeat (7 Android Profiler 1”9 Version Control  [E Terminal %] 0: Messages A Eventlog  [E] Gradle Cansole
[ Executing tasks: [:app:assembleDebug] (mements aga) ' Gradle Build Running @F AP F S D 3344 CRLF: Y a8
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8. For Generating Signed Apk: To Generate release-signed apk as follows:

On menu bar click on Build -> Generate Signed Apk

® android - [Dv - lapp] - . \apphsrc - Android Studio 3.0.1 - o X
File Edit View Novigate Code Analyze Refactor Run Tools VCS Window Help
android ) I app ) I src ¥ B main ) B Androidh s Make Project Ctrl+F9 A[Eep-] P & b2 G B TEF
B 5 eroject = e | eSS a & | e # 18
2|v P2 android D\Installen\Dllnstalle\Workspacezigh  Clean Project o+ — = [ =
A gradie Rebuild Project S
- P P sion android:name="android.permission.WRITE EXTERNALK (% android
idea e s sion android:name="android.permission READ_PHONE STATH @ android
o app Edit Build Types.. sion id.permission.ACCESS NETWORK S @
3 = app-lib Edit Flavors. sion android:name="android.permission ACCESS_COARSE L e pp‘b
g . . @ -app-li
E = Barcodescannerlib it Livare and Dependencies,  *10% androldiname="android. permission ACCESS FINE (e @ sepp
g s 3i0n android:name="android. permission.RECEIVE SMST /> ® Barcodescannerlib
v Cordovalib szmlhre ey sion id.pernission.READ SMS" /> ordovalib
i Cordoval s Build APK(S) sion android:name="android.permission.CAMERA" /> & :customizations
s .c-srmmluxvs sion android:name="android.permission.FLASHLIGHT" /> ® sobdscore
5] radle
= 9 X (2 :obdxwear
3 2 obdxcore -
® obdxwear Deploy Moduleto App Engine..  nardwareiccelerated="truc" ~ @ :obdawear-lib
= cbrizwwcar i 3 android: icon="gnipmap/icon
b android: label="ZigRank"
' android.iml android:usesCleartextTraf fic="true"
w android json android: supportsREl="true">
(2 build.gradle cactivity
| gredle.properties android; neation| |xeyn
gradiew abel~"Estring/launcher_nane"
B oot aunchMode="singleTop"
= gradlewbs android:nane="com. ofss .digx.mobile.android. MainActivity"
2 7 keystore jks android:thene="tandroid: style/Theme DeviceDefault  NoActior
=] Ilocal.properties android:windowSof tInputMode="adjustResize">
s | project.properties </activity>
= =y cactivity android:name="com.ofss.digx.mobile.android.Splashict
@ sert i 3 ax P ) o
= e android; ntation| |xeyD @ Can't use Subversion command line client: svn
- (& wrappergradle Probably the path to Subversion executable is
1l Bxternal L android:1abel="€string/launcher_name" g P =
| Extemal Libraries android:launchMode="singleTop" e H
& android: theme="gstyle/SplashTheme" S
H e android:windowsof tnputhode="adjustResize"> @ Platform and Plugin Updates z
E <intent-filter android:label="Estring/app_namc"> <
= = Android Studio is ready to update. <
* —‘ Text | Merged Monifest €
P.4Run  RTODO = Gilogat (7 Android Profiler  |° 9 Version Control (& Terminal Messages Q@ Eventlog  [E] Gradle Console
[ Gradle build finished in 75 159ms (today 3:55 PM) 281 CRLF: UTF-B Contert <noconted> B

® Generate Signed APK >

Module: = app

Next I Cancel l l Help
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obileApp\MobileWorks 0 o Androl o - x
File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help
‘“andreid Izapp [sic main o AndroidManifestaml B A | = obdiwear ¥ | B & [ - L~ e
Android v €@ = & — | amindexhtml & configjs = - -~
. app 1 <uses-permission android:name="android.permission.WRITE EXTERNAL STORAGE" /> e
manifests 2 <uses-permission android:name="andreid.pernission.READ PHONE STATE" /> 2
generatedlava 21 <uses-permission android:name="android.permission.ACCESS NETWORK STATE" />
- S_COARSE_LOCATION" />
3 assets Generate Signed Bundle or APK X ks FINE LDCATION® />
2 res PVE_SMS' />
3 app-lib .
= mwp . Android App Bundle E= -
£ I Barcodescannerlib TORVE
& % Cordovalib ILIGHT" />
= b Bii customizations Generate a signed app bundle for upload to app storesfor the following benefits:
s obdxcore ® Smaller download size
. = obdxwear ® On-demand app features
2 = obdxwear-lib #® Asset-only modules
=
5> @ Gradle Scripts
ES Leamn more
L=} flen |keyboard| screenSize |locale”
o © APk
z
= i Buid Oupur syme Build a signed APK that you can deploy to a device o -
& android: synced successfully =t 1/1% 17 PM with T warnin alfaciveBuildTesks()' is obsolete and has been replace(
2 Run build D:\Ameet\QA\Patchset Releases\Mobi Mabilg Previous Next Cancel Help : 2015.
5| » Lead build ://d.android.com/r/tools/ task-configuration-avoidance. | ¥ o
s Run init scripts To determine what is calling variant.getExternalNativeBuildTasks(), use -Pandroid.debi = | o
z Evaluate seftings Affected Modules: app s
H Canfigure build |3
- Calculate task graph =
Run tasks & |
5 Gradle Sync Issues: (1 wzrning) -2
=  D:/Ameet/QA/Patchset PP rkspace. LA
S & app/build.gradie (1 warning)
=TODO B Terminal | Build = & Logcat @ Event Log

ICJ Source generation ended in 14 5 520 ms (11 minutes ago)

3344 CRLF ¢

n

If you have an existing keystore.jks file then select choose Existing else click on Create New

Key store path:

Key store password:
Key alias:

Key password:

® Generate Signed APK

ChUsershadipatel\My Documnents\keystore,jks

Qreatenew...J I Choose existing... l

Keystore

-]

|:] Remember passwords

Previous

| Cancel | | Hep
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10.

11.

File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help

Build Release Artifacts

= android app src main g AndroidManifestaml B A obdxwear ¥ | P # o % L LR
49 Android ¥ @D = & — g indexhtml = configjs - = e
£ app <cuses-permission android:name="android.permission.WRITE_EXTERNAL STORAGE" /> e
B manifests <uses-permission android:name="android. permission.KEAD PHONE STATE' /> =
2 generatedlava <uses-permission android:name="android.permission.ACCESS_NETWORK STATE" />
- _CORRSE_LOCATION" />
5 assets Generate Signed Bundle or APK X bs FINE_LOCATION" />
g res VE_SMS" />
H =app-lib Module = app | |sMs" />
£ % Barcodescannerlib B /s
2 ‘= Cordovalib LIGHT" />
% b K customizations
= obdxcore Key store path set pp k
" obdxwear
3| Waobdwwear-iib Create new. Choose existing.
radle Seripts
5> @ Gradle Seript
E Key store password  ssssssess
@ fen|xeyboard| screensize | locale”
Key alias keyd

3 Keypassword | eeeeees
_'E' Build:  Build Output Sync Remember passwords a —

& android: synced successfully =t 1/14/2020 3:17 PM with T warnin alNaciveBuildTasks()' is obsolete and has been replacet g
= Run build D:\Ameet\QA\ Patchset Releases\MobileApp\Mobil Previous m Cancel Help £ 2019.
& » Load build = ://d.android. com/r/tools/task-configuration-avoidan + o
3 Run init scripts TS TS GECerRins WRAT 18 GAII1RG Verianc.gecExcernalliativeBuildTaska (), use —Pandroid.debi — | o
= Evaluate settings Affected Modules: app @8
2 Configure build 2|8
- Calculate task graph =

Run tasks & o

g Gradle Sync Issues: (1 warning) = |2
£ = Di/Ameet/OA/Patchset PP rkspace.i L
H & app/build.qradle (1 warning)

=70DO B Terminal |\ Build = f Logaat

I0) Source generation ended in 14 5 520 ms (11 minutes ago)

Select Build Type as Release, Signature Version as V1(JAR Signature) and V2(Full APK
Sighature) and Change APK Destination folder if you want and click on Finish

This will generate APK by the given name and destination folder. Default APK Destination folder is
zigbank\platforms\android\app\release
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12. Run the App and select Device or Simulator.

13. Repeat same steps (From step 8 and obdxwear as module) for OBDX Wear App for Release
Signing. Use proguard-rules.pro from workspace_installer\zigbank\platforms\android\obdxwear
using explorer. The select obdxwear as the module and follow same signing steps with same keystore.

14, The application has a config page at launch to enter the URL of the server (for development only). To
remove this page, update the config.xml as shown below

The application has config page to add URL. This is for development purpose only and can be removed using
below step. (Update content src tag)

ece android (~/Desktop/Workspace_Android/18.3/April/19thApr/ pace fzigbank/platforms/android] - .../app fxml/config.xmi [app]
android ) (s app ) i src ) i main ) 1= res ) £ xml ) g config.xmi A cbdunear > & I moe omQ
¥ Android ~ o F -8 | o | 0 ! % ! e conlig.xml ~
£ app <7xml version="1.0' encoding='utf-8'?> P
e app-lib <widget ids"cos.ofss.digx.mobile.android" versions"1.0.0" xmlns="http://w.u3.org/ns/widgets"> T
& BarcodescannerLib <name>obdx</name>
00deRCANS <description>
Cordovalib A sample Apache Cordova application that responds to the deviceready event.
customizations </description>
ohdicors <author email="dev@cordova.apache.org” href="http://cordova.io">
e Apache Cordova Team
- obdxwear U </author>
obdxwear-lib D IR ndex. htn 7modul e=log il 8
# Gradle Scripts
<allow-intent href="geo:+
S <allow-intent href="marke:
g <preference name="loglevel” value="DEBUG" />
S <preference name="OverrideUserAgent” value="obdx-mobile" />
S <preference name="DisallowOverscroll" value="true"/>
3 <feature name="Whitelist">
s <param name="android-package” value="org.apache.cordova.whitelist WhitelistPlugin" />
2 <param name="onload" value="true" />
</teature>
<feature name="Device">
g <param name="android-package” value="org.apache.cordova.device.Device" />
3
8 -
&
= Build: Sync o -
g iy @ Projectsetup: synced successfully
g
2 »
&
* X <
o
E s
2 s
g
- ?
= :logcat = TODO N Terminal & Build Q) Event Log
[ Gradle sync finished in 492 ms (from cached state) 23chars 10119 LF 3 - &

15. Application will work on https only. If you want to run application on http then set targetSdkVersion,
compileSdkVersion to 30 and buildToolsVersion to 30.0.3 in app’s
build.gradle(zigbank\platforms\android\app\) and replace below code block from
obdx.conf(config/obdx.conf).

<IfModule mod_headers.c>
<If "%{HTTP_USER_AGENT} =~ /obdx-mobile-android/">
Header edit Set-Cookie *(.*)$ $1;SameSite=None;Secure
</If>
<If "%{HTTP_USER_AGENT} =~ /obdx-softtoken/">
Header edit Set-Cookie *(.*)$ $1;SameSite=None;Secure
</If>

</IfModule>

With below one as,

<IfModule mod_headers.c>
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<If "%{HTTP_USER_AGENT} =~ /obdx-mobile-android/">
Header edit Set-Cookie "SameSite=Strict" ""

</If>

<If "%{HTTP_USER_AGENT} =~ /obdx-softtoken/">
Header edit Set-Cookie "SameSite=Strict" ""

</If>

</IfModule>

Note: We strongly recommend you to use https setup with sdk 31 only, as google play store won'’t allow
app’s below sdk 31.
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OBDX Authenticator Application

6. OBDX Authenticator Application

6.1 Authenticator Ul (Follow any one step below)

6.1.1 Using built Ul
For Non-OAM - Unzip dist.tar.gz directory from OBDX_Patch_Mobile\authenticator\non-oam
For OAM - Unzip dist.tar.gz directory from OBDX_Patch_Mobile\authenticator\oam

6.1.2 Building Ul manually

1. Extract authenticator_ui.tar.gz from OBDX_Patch_Mobile\authenticator\unbuilt_ui. The folder structure
is as shown:
Name Date modifie Type Size
D dified Ve
@ _build 10/25/2018 2:42 PM File folder
@ components T/27/201812:02 PM File folder
@ css T/27/201812:02 PM File folder
@ framework T/27/201812:03 PM File folder
@ images 772772018 12:03 PM File folder
@ non-oam T/27/201812:.03 FM File folder
@ pages T/27/201812:.03 FM File folder
@ resources T/27/201812:02 FM File folder
2. Build Ul based on selected Authentication mechanism.

a. OAM based Authentication
e Open command prompt at “_build” level.

¢ Run following command :
npm install -g grunt-cli
npm install
node render-requirejs/render-requirejs.js

grunt authenticator --verbose

e After running above commands and getting result as “Done, without errors.” a new folder will be

created in “ui” with name as “dist”.

b. NON-OAM Based Authentication

o Copy “non-oam /login” folder and paste it at location “components/modules” location. This will
replace existing “login” folder.

e Open command prompt at “_build” level.

¢ Run following command :
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After running above commands and getting result as “Done, without errors.” a new folder will be
created in “ui” folder with name as “dist”.

npm install -g grunt-cli

npm install

node render-requirejs/render-requirejs.js

grunt authenticator --verbose

OBDX Authenticator Application

B C\WINDOWS\system32\cmd.exe

.

D Name

Q9

[ RIS R RS RS

_build
components
€ss

dist
framework
images
non-oam
pages

FesS0oUrces

Mobile Application Builder Guide — Android

Date modified

10/25/2018 2:51 PM
F27/2018 12:02 PM
F27/201812:02 PM
10/25/2018 2:50 PM
F27/201812:03 FM
F/27/2018 12:03 PM
F/27/2018 12:03 PM
772772018 12:03 PM
7272018 12:02 PM

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
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6.2

OBDX Authenticator Application

Authenticator Application Workspace Setup

1. Copy Ul (Directories — components, css, framework, images, pages, resources)from /dist directory

to workspace/installer/app/src/main/assets/www/

In case any popup appears, click replace

0 e wWwWw
< s = == TR I - SR M g Q
Favourites > AndroidManifest.xml app.properties components >
assets > cert_keys.json € cordova_plugins.js
@ AirDrop St bl ".p oins:
res > EET ] - cordova-is-src >
Recents € cordova.js
Applications S "
A bP framework 4
| Boeskor it ;
[ Documents img o
pages >
0 Downloads plugins >
. resources >
Locations A
o settings.html
¢ iCloud Drive
Q Android... =
Q SmartSV... =
@ Remote Disc
Tags
© Red
_ Orancg
2. Launch Android Studio and open existing project
@] Welcome to Android Studio
workspace_installer
~/Desktop/SVIN/18....orkspace_installer
android
~/Desktop/Worksp...platforms/android
main -
~[Desktop/Worksp...roid/app/src/main
android | Android Studio
~[Desktop/Worksp...platforms/android
. Version 3.3.2
workspace_installer
~/Desktop/SVN/18....orkspace_installer
android + Start a new Android Studio project
~/Desktop/Worksp...platforms/android & Open an existing Android Studio project
android ) )
~/Desktop/Worksp...platforms/android H Check out project from Version Control ~
android [#' Profile or debug APK
~/Desktop/Worksp...platforms/android
. ¥ Import project (Gradle, Eclipse ADT, etc.)
android
~[Desktop/Worksp...platforms/android r Import an Android code sample
android
~[Desktop/Worksp...platforms/android
£ Configure ~ Get Help -
android
3. Open OBDX_Installer/workspace_installer folder in Android Studio.
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< m~ | B [ workspace._installer o] Q
— » 1 Ancrod > i 12tmnpr B vorispace nstoter > QA
@ R *» [ App » [ 13thApr . 9 app 4
TEEE » I i0S > 9 app-lib >
;Ag Applications [ 1 build >
‘ > build.gradle
[ cordova »
B Documents " CordovaLib 4
@ Downloads B gradie "
gradle.properties
Locations gradlew
& iCloud Drive gradlew.bat
keystore. ks
D Android Stu... = keystore.properties
D SmartSVN... = local.properties
. W platform_www 3
@ Remote Disc proguard-rules.pro
Media project.properties
settings.gradle
n Music workspace_installer.im|
81 Photos
New Folder cancel | NN
4, Open gradle.properties file and update following properties with relevant proxy address if required

Ei- Project v O = -1
> [=] mipmap-Idpi

> [51 mipmap-mdpi
¥ [5] mipmap-xhdpi
@ icon.png
[5 mipmap-iochdpi
[53 mipmap-iochdpi
[27 values
Ch -
& stringsaoml

—
0 stylesaoml

» =3 xmil
» E‘g src
[ workspace
[; android.iml
E" android,json
gAndmidManifes’[.Jﬁml
[; authenticator.iml
(= build.gradle

il gradle.properties
E gradlew
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systemProp.http.proxyHost = <proxy address>
systemProp.https.proxyPort = <port number>
systemProp.https.proxyHost = <proxy address>
systemProp.http.proxyPort = <port number>
android.enableJetifier=true
android.useAndroidX=true

5. Open “assets\app.properties” file and update following properties as per requirement
E- Project M (SR - 2 o
|:E| authenticator D:\maobile svn\android\authenticator
[ gradle
[ idea
[C2 assets
=1 www

LIl app.properties

E“ cert_keys,json
[ build
[ cordova
L7 Cordovalib
[T gradle
[ libs
7 platform_www
3 res
E3sic
1 workspace
] e

connection_ timeout = <timeout in milliseconds>
ssl _pinning enabled = <YES or NO>

shared server url = <server_ url>
shared oam url = <oam_ url>

otp type = <HOTP or TOTP>
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® android - [D:\172AppBuild\AL

] - [android] - .

ts\app.properties - Andraid Studio 2.3.3

File Edit Yiew Navigate Code Analyze Refactor Build Run Jools VCS Window Help

CDHO «#4 X000 QR ¢ A

B projeat - Q%
1 android
gradle

4 1 Project

idea
i assels
wew
ill app.properties

<] I Sructure

B cert_keysjson
build
cordava

i Cordovalib

& Caplures

gradle
libs
platiorm wew
Gres
3 src
workspace
& android.iml
B android json
% AndroidManifest.xmi
2 build gradie

3 2: Favorites

il gradle properties
gradlew

gradlew.bat

| keystorejks

A Build Variants

r & G B EL 8 L

~

2android = |

%~ I~ Liii gradle properties | [di app.properties *

connection_timecut=1500
ssl_pinning_enabled-Yes
shared_server_url=http://111d37cZ ngreck.ic
shared_oam_url=http://c0463ae2 ngrok. ic
e~hotp

1:55 CRLF:

Clevent log [ Gradle Console

OBDX Authenticator Application

(P (3

[P0 PIOPUY

Note: If selected authentication mechanism is not OAM based then remove “shared_oam_url” property.

6. Click Build - Clean & Build = Rebuild project in Android Studio.
7. Click on Build - Edit Build Type - app > release

Enable minify - true

Add progurard file from workspace_installer/proguard-rules.pro

Click OK

8. If using http protocol for development add (android:usesCleartextTraffic="true") to application tag of

AndroidManifest.xml

img
pages
plugins
resources.nis
i cordova.js
i cordova_plugins.js
i settings.html
4,app.properties
) cert_keys.json
res
drawable
layout
Build: Sync

% Z:Structure 4] Layout Captures.

# 2: Favorites
X % @

¥ Buld Variants

= Glogeat i=TODO BN Terminal |+ g Version Control

@ Project setup: synced successfully 5t 13/04/19,

xmi [app]

eve workspace_installer [ 18.3_ 1 A pace_installer] -
workspace_installer ) i; app ) % src ) B main ) & AndroidManifestxmi S anp > & a5
Android ~ ) & —  ilispoproperties « ) cordovajs « g configaml « b settingshtmi < G AndroidManifestm
§ e
= <supports-screens
A ifest:
¥ e android:anyDensity="true"
& AndroidManifest.xml .
generatedJava
assets
R android:smallScreens="true"
android:xlargeScreens="true" />
components
cordova-js-src P “android LINTERNET" />
css. permissi id: “android WRITE_EXTERNAL_STORAGE" />
& issi “android READ_PHONE_STATE" />
ramework permissi “android READ_EXTERNAL_STORAGE" />
images.common P “android ACCESS_NETWORK_STATE" />

<application

*com.google. android. safetynet . ATTEST_API_KEY"

android: values"AlzaSyA_Fj7GNPyFZIYGHAizYcaNRKFsVrQsnng”/>

<activity

“com.ofss.digx.mobile

hanaess="

manifest + application

Text | Mesged Manifest

A Build
21 App is not indexable by Google Search; consider adding at least cne Activity with an ACTION-VIEW intent flter, See issue explanation for more details. Attribute *usesCleartextTraffic” is cnl... 35 chars 269 LF ¢

sw v0ObO

locale”

Lo mQ

o —
ol
°
H
s
H]

Q Event L

= 8

9. For Generating Signed Apk: To Generate release-signed apk as follows:

On menu bar click on Build -> Generate Signed Apk
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e o " Generate Signed Bundle or APK_

() Android App Bundle

Generate a signed app bundle for upload to app stores for the following benefits:

® Smaller download size
® On-demand app features
® Asset-only modules

Learn more

O APK |

Build a signed APK that you can deploy to a device

? Cancel Previous m

[ NON ) Generate Signed Bundle or APK
Module - v J
|
|
Key store path /Users/adi/Desktop/Android/keystore
Create new... Choose existing...

Key store password ©0000000 1

Key alias key1 |

Key password ‘ [Ty ‘

1 [} Remember passwords

? Cancel Previous

| JeN ] Generate Signed Bundle or APK

Destination Folder: | "18.3_Authenticator/Android/13thApr/workspace_installer/app |

debug i

release |

Build Variants:

| Signature Versions: [ | V1 (Jar Signature) V2 (Full APK Signature) Signature Help |

? Cancel Previous

Click Finish to generate .apk
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The application has config page to add URL. This is for development purpose only and can be removed
using below step. (Update content src tag)

ene workspace_installer [ 2 Android/18.3/ 19/April/  installer] - i mi [app)

' workspace_installer ) \; app ) ' src ) i main ) - res bl ) . configol ) A [ mawp v | > & % Lo mQ
& # Android ~ © T @ — | fiseoproperties - [ AndroidManifestxml | 3, contig xmi -~
% o amp <7xml version="1.0" encoding='utf-8'?> 09
- app-lib <widget id="com.ofss.digx.mobile.authenticator” version="1.08.0" xmlns="http://www.w3.org/ns/widgets" xmlns:cdv="http://cordak ;
. (. <feature name="Whitelist">

> W Cordovalib . <param name="android-package” value="org.apache.cordova.whitelist.WhitelistPlugin® />
» ¥ Gradle Scripts <param name="onload" value="true" />
</feature>
<name>0BDX Secure</nase>
<description
Application to generate one time password for authenticating transactions in 0BDX Application.
</description>
<author email="oraclefcdbmobiledevignail.con” href="wsm.oracle.con">

1 </author>

<allow-intent href="tel

H ] <allow-intent href="sas
5 <allow-intent href="mail
o <allow-intent href="
2 serAgent” value="obdx-mobile" />
- <preference name="Loglevel" values"ERROR"/>
<feature name="Device">
g <paran name="android-package” value="org.apache. cordova.device.Device" />
E </feature>
z <feature name="FetchPlugin">
a <naram namesandrnid-nackana® values"rom adohe nhansnan fatch FatchBlunin® />
o widget 1 content
Build  Sync o -
£ 4 ¥ ® Build: completed successfully 4 583 ms
5 v @ Run build [Users/adi/Desktop/Workspace. ticator/2019/April[19thApr/workspace_installer 489 ms
& | » ® Load build 3 ms
* » @ Configure build 355 ms
» @ Calculate task graph 20ms O
£ x » @ Run tasks 1o ms | §
8 2
8 H
H -3
Li s
a H
ET0DO B Terminal [UBUI] = & Logeat QeventLog
I Gradle build finished in 595 ms (2 minutes ago) 16chars 1499 LF$ UTF-8 Context: <nocontext w8
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7. Application Security Configuration
Root Check - Ensure Step 3.1 is completed

1.

Open google developer console. Select your app then navigate to
Setup-> App Integrity-> change option of Response Encryption

In the window that appears, click Manage and download my response encryption keys and follow
below steps to generate response encryption keys-

a. Create a new private-public key pair. RSA key size must be 2048 bits using below command-
openssl genrsa -aes128 -out your_path/private.pem 2048

Then use your password phrase for creating private.pem and also use the same password for
verifying the private.pem. Then hit the below command.

openssl rsa -in your_path/private.pem -pubout -out your_path/public.pem

Enter the same password which you have used while creating private.pem. These two files  will
now appear on your mentioned path. Then upload the public.pem file on the window which was
appeared after clicking on Manage and download my response encryption keys option.Once you
upload the public.pem file it will automatically download your_app_pkg_name.enc file. Then hit
below command as,

openssl rsautl -decrypt -oaep -inkey your_path/private.pem -in your_app_pkg_name.enc -out
your_path/api_keys.txt

Enter the password for private.pem. It will create api_keys.tx file on your path. It must be consist of
VERIFICATION_KEY and DECRYPTION_KEY.

Maintain this VERIFICATION_KEY and DECRYPTION_KEY in DIGX_FW_CONFIG_ALL_B table
corresponding to the following keys respectivel:

PLAY_INTEGRITY_ENCRYPTION_KEY and PLAY_INTEGRITY_DECRYPTION_KEY

An example query will be:

update DIGX_FW_CONFIG_ALL_B set prop_value = 'YOUR_DECRYPTION_KEY" where prop_id
='PLAY_INTEGRITY_DECRYPTION_KEY";

update DIGX_FW_CONFIG_ALL_B set prop_value
='PLAY_INTEGRITY_ENCRYPTION_KEY";

'YOUR_ENCRYPTION_KEY' where prop_id

Similarly, Obtain the same keys for authenticator app by using above step 1 and then maintain
those in DIGX_FW_CONFIG_ALL_B table corresponding to the following keys respectivel:

PLAY_INTEGRITY_ENCRYPTION_KEY_AUTHENTICATOR and
PLAY_INTEGRITY_DECRYPTION_KEY_AUTHENTICATOR

An example query will be:

update DIGX_FW_CONFIG_ALL_B set prop_value = 'YOUR_DECRYPTION_KEY"' where prop_id
='PLAY_INTEGRITY_DECRYPTION_KEY_AUTHENTICATOR’;

update DIGX_FW_CONFIG_ALL_B set prop_value = "'YOUR_ENCRYPTION_KEY" where prop_id
= 'PLAY_INTEGRITY_ENCRYPTION_KEY_AUTHENTICATOR;

Similarly, we also have to maintain package names of Servicing and Authenticator app in the same
table, i.e. DIGX_FW_CONFIG_ALL_B corresponding to the following keys respectively:

ANDROID_SERVICING_PACKAGE and ANDROID_AUTHENTICATOR_PACKAGE
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An example query will be:

insert into digx_fw_config_all_b (PROP_ID, CATEGORY_ID, PROP_VALUE,
FACTORY_SHIPPED_FLAG, PROP_COMMENTS, SUMMARY_TEXT, CREATED_BY, CREATION_DATE,
LAST _UPDATED_BY, LAST UPDATED_DATE, OBJECT_STATUS, OBJECT_VERSION_NUMBER)
values ('ANDROID_SERVICING_PACKAGE', 'mobileconfig', 'com.ofss.zigbank', 'N', "', 'Stores
device id in OUD', 'ofssuser’, sysdate, 'ofssuser’, sysdate, 'Y', 1,);

SSL Pinning

5. Get the list of Base 64 encoded SHA256 hashed certificates' public keys of server’s valid
certificates. Use below command to generate this hash for your certificate. Replace
'<certificate.der>" with the path to your certificate.

openssl x509 -inform der -in <certificate.der> -pubkey -noout | openssl pkey -pubin -outform der |
openssl dgst -sha256 -binary | openssl enc -base64

6. Add the hashed keys generated in point 6 to
zigbank\platforms\android\customizations\src\main\res\values\app.properties.xml file in
‘certificate_public_keys’ array. Append this key to ‘sha256/ in an <item> tag as shown below.
Multiple certificate keys can be added to ‘certificate_public_keys’ array by adding them in <item>
tags.

Eg.:
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